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A Different Direction

How efficient can we make PQC
on an existing pre-quantum platform
with modest hardware changes?



Target: OpenTitan

= opentitan

+ Open source silicon root of trust (RoT)
+ Led by lowRISC, contributions from zeroRISC, Google, ETH Zurich, and many more
+ Performs security critical operations

— Hardware support for many cryptographic operations
— Hardening against side-channel attacks

+ Coming to, e.g., Google's 2025 Chromebooks [SO25]
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Implementation: High Level Overview

IF Stage ID Stage
Decoder

IMEM Prefetch

32KB Buffer

EX Block

KMAC

DMEM
128KB

Key Manager

[ EDN
(

)

—(Key Sideloader}

Figure 2: Simplified diagram of the modified OTBN pipeline.
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